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Introduction

Despite some recent concerns expressed within the media, the Australian Government is well-served by its intelligence and decision-making processes.  A review of Australia’s current national security arrangements reveals many impressive strengths, but also some critical weaknesses.

In this presentation I will review the current situation within Australia’s crisis management systems.  I will point to the origins of this situation, its benefits and some potential problems.    

My vision is to enhance Australia’s counter terrorist capabilities through the application of first principles.  This will contribute to a “National Crisis Management Approach”. 

The official examination of the performance of United States government, law enforcement, compliance and intelligence bodies prior to the events of 11 September last year found over-complication, lack of connectivity, duplication of effort, and inefficient and competitive practices.  

It would seem unlikely that Australia could be completely immune to such problems.  

Australia’s security services now operate routinely at a “heightened level of alert” which was once reserved for short periods of high risk such as the Sydney Olympic Games.  We face a new range of terrorist threats with the frequent objective of causing mass casualties, possibly by the use of weapons of mass destruction.  The terrorists are likely to use good intelligence, detailed planning and thorough training to realise their objectives.      

World security is undergoing a paradigm shift.  The rules have changed and we must consider new responses.   

The previous security thinking of giving very high priority to defending Australia against armed invasion has been obsolete for some time.  It has been largely replaced by the challenges of the broadened security agenda.  

These challenges include environmental and resource insecurity; sub-state nationalist conflict; disease; uncontrolled population movements; and transnational crime - particularly terrorism.   

Recent events suggest that Australia may be the target of future terrorist operations and that our national intelligence and crisis management response capabilities will face their greatest tests.  

We must defeat terrorism while safeguarding the freedoms that are part of our way of life.  We may need to change the way that we think.  We need to continue to change the way we do business.   

Recent Changes
Many important changes have already occurred.  

Some examples are:  

· Commonwealth lead CT responsibility

· funding for CT and incident response 

· funding for ASIO, AFP, ACC, PSCC

· AFP and APS merger

· transfer of EMA to AG’s

· CT legislative package

· reconstitution of SAC-PAV into the NCTC

· protection for national infrastructure 

· enhanced aviation security

· “Minister for National Security” 

But more can be done.  
Stove-Piping of Information

A particular issue is the “stove-piping” of information, according to perceptions of departmental and agency responsibility.  Stove-piping causes the need for the duplication of decision-making capabilities, supported by discrete information silos.  This is clearly shown in the many watch offices and crisis rooms in Canberra.  
Eleven watch offices and crisis rooms operate, or are planned to operate, in the ACT area.   

· HQADF Operations Centre

· DIO ADFIC 

· Theatre Surveillance Centre (Queanbeyan by 2005)

· ASTJIC (Queanbeyan by 2005)

· DSD Operations Centre

· AFP Transnational Crime Coordination Centre

· AFP ACT Operations

· Coastwatch National Surveillance Centre

· DIMIA Entry Operations Centre  

· AusSAR Rescue Coordination Centre

· ACT Emergency Services Bureau

They represent elements and agencies of Defence, the AFP, Coastwatch, Immigration, Search and Rescue and Emergency Services.  

A further nine watch offices and crisis rooms operate for extended hours or are capable of operating 24 hours a day, 7 days a week when required.  

· ONA NIWO

· ASIO NIG

· ASIO JCTICU

· PSCC

· SITF

· AFP Incident Coordination Centre

· EMA National Disaster Room 

· DFAT Crisis Centre 

· AQIS Watch Office

The represent elements of ONA, ASIO, the PSCC, the AFP, EMA, DFAT and Quarantine. 

At each of these watch offices, diligent personnel work hard to contribute to the national security of Australia, and I used to command one of them.  It is definitely not my intention to make any criticism of their efforts.  

But a rigorous consideration of the situation leads to questions about efficiency.  Is a rationalisation necessary?   
Some duplication is a good thing.  An example is the need for a redundant secondary capability in case the primary capability is disrupted (an example being the decision to maintain the EMA National Disaster Room as well as the PSCC within AG’s).  
The different roles and approaches used in the collection and processing of information for intelligence purposes, and the accumulation of evidence to enable arrest and prosecution of suspects, must also be accounted for.  

And the requirement for security will mean that some areas will never be able to fully co-locate.  An example being the work of the intelligence agencies which depend on highly-sensitive sources of information. 

But could we leave ourselves open to a small and determined terrorist group which operates across the boundaries, or between these sectoral interests?

This situation is due to four factors.  Firstly, the development of government bodies has followed the example principally of our larger allies, although not in the case of a Department of Homeland Security.  Secondly, in their effort to deal with all possibilities, bureaucracies tend to create complex solutions to problems.  Thirdly, human nature and governmental fiscal realities ensure that all government bodies seek to produce effective results.  And fourthly, leaders tend to prefer to initiate all important decisions made within their remit, and to oversee their implementation.  

Thus, Canberra is home to almost 20 non-standardised watch rooms and crisis centres.  This disparate group shares information through the use of liaison officers, coordination meetings, working groups, emails, faxes and telephone messages.  Web-connectivity exits between some, but the lack of common software and operating systems, and bandwidth limitations, tend to restrict the sharing of information.   

Three questions are pertinent in our consideration of this issue.  

· How much duplication is enough?  

· Is there a need for rationalisation?  

· How can we improve information sharing?  

First Principles

Let’s apply some lateral thinking.  

Consider the first principles of “simplicity”, “cooperation”, “economy of effort” and “concentration of effort”.  When applied, they lead to several useful areas for consideration.  

The Australian Government could simplify its lines of management and reporting.  One way to achieve this is to reduce the multiplicity of watch offices.  

Another way is to standardise the information technology systems used across government agencies.  

Ultimately, this would probably lead to the concentration of capabilities into a more centralised system.   
The first principles reinforce the need for a “whole-of-government” approach to Australia’s security.  This would overcome the tendency for government bodies to conceptualise security in terms of their own core business.  

The creation of Cabinet’s National Security Committee (NSC) and the Secretaries’ Committee on National Security (SCONS) were positive steps forward in this direction.  

The accumulation of responsibilities under the Attorney-General’s portfolio also follows the principle of concentration of effort.  The portfolio includes the PSCC, EMA and ASIO and the closely-associated responsibilities of the Minister for Justice and Customs, which include the AFP and the ACS.   
The concept of “whole of nation” security is also gaining interest.  It includes the contribution of the private sector and recognises the need for all businesses and citizens to play their part.  

But more can be done.  

Australia’s current crisis management arrangements depend on a system of committees.  It is important to remember that these committees, which meet periodically,  do not represent a continuous fusion centre for intelligence or a continuous operational planning and management capability.  These roles are performed elsewhere within the supporting agencies.   

Rather than each senior decision-maker operating from their own department’s picture of the situation, ideally, they should all receive reports reflecting a “single fully-integrated picture of the situation”.   This will require faster and more efficient technical solutions to the management and movement of data.  It may also lead to structural adjustment.    

A Coordinating Centre?

One possible solution would coalesce elements of Australia’s security bodies into a central coordinating centre which would operate 24/7 and provide a crisis management capability to a broad range of security challenges.  

In concept, the centre would function like a continuous Special Incident Task Force (SITF) incorporating senior bureaucratic representation from all of Australia’s principal security elements, supported by an intelligence fusion centre and the forward elements of the major watch offices and crisis rooms. The centre could be created as an outrider to PM&C giving it a direct reporting line to its principal customer, the Prime Minister, or simply develop from the existing PSCC, as part of AG’s.  The centre would require a staff of 250 to 300 and an annual operating budget of approximately 75 million dollars.  Some of these costs could be offset against planned expenditure.      

This change would not represent the creation of a new or separate department of government, or a Department of Homeland Security”.  However, at this stage, it would not suit the established Australian governmental style, or the current Commonwealth Government’s preference to avoid new structures.  
Knowledge Shared is Power

Let’s redefine the traditional truism of “Knowledge is Power”.  Historically, this approach has led to information hoarding and information stove-piping.  

Knowledge, information, data and intelligence all benefit and grow in power from further fusion and sharing.  Following this logic, “Knowledge Shared is Power”.   

Of course this objective must not jeopardise the security of sources of information, methods of collection or sensitive products.   

Modern technical solutions do not threaten security.   For example, the international standard for the exchange of financial information enables the operation of the global network of automatic teller machines.  Magnetic cards and PIN numbers follow the international standard.  A card from for example, the Commonwealth Bank can be used at an office of another bank or building society anywhere in the world without ever threatening the integrity of the financial data records or money of either.  All transactions are recorded and fully auditable.       

The philosophy of knowledge shared is power can take us another step.  

A Technical Solution?
Another solution, with a greater likelihood of implementation, is to standardise the information technology and information holdings across the agencies.  This would alleviate the current cumbersome arrangements between the agencies with each operating its own systems and sharing information via complex security protocols.  

An example of the improved approach is the current US Department of Defense high-speed information network, “power to the edge”.  This system enables all information, from raw data to fully-processed intelligence to be infinitely searchable.  This is known as a “pull” system, where users access information as they require it, rather than waiting for it to be “pushed” out to them.  

It is important to note that I am not proposing that the agencies seek full connectivity of information systems – security concerns will prevent this outcome until multi-level security systems operate with the complete confidence of all.  Instead, I propose that all agencies adopt common standards of computer language and technology, such as XML, facilitating efficient sharing of data.    

Unity of Command

Following the principle of “Unity of Command” , Australia’s crisis response arrangements would benefit from the appointment of a Counter Terrorism Intelligence Leader who would have the authority for the operational tasking of intelligence assets from various agencies.  Appointed for a specific period, and with a specific remit, the Leader would have access to all of the pieces of every jigsaw puzzle and operational control over allocated assets.      

The leader would be supported by collection and analytical capabilities with both domestic and international responsibilities.  The Leader would oversee information processes used for intelligence purposes and the accumulation of evidence.  And he would draw upon information provided from the Australian community, in the knowledge that the preparatory stages of a terrorist operation may be observed by vigilant citizens.

Conclusion

In summary we should seize the opportunity provided by the supportive political environment to further improve Australia’s national intelligence and decision-making processes.  

The alleviation of information stove-piping and duplication of decision-making capabilities would improve our capability to respond to terrorism.  

The traditional approach of separating national security into sectors, coordinated by a system of committees, needs improved supporting arrangements.    

The application of first principles would optimise Australia’s capabilities and lead to the “National Crisis Management Approach”.  It would allow us to implement an approach based on two clear principles: the sharing of information and concentrated effort.    
I acknowledge that others may hold differing views on redressing the flaws in our security management.  I would simply ask that we use this opportunity to free ourselves of bureaucratic paradigms – and seriously analyse this option.       

A more centralised system of information management and decision-making offers our best strategy.



















